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Research Application Partners 

Collaborators 

http://www.rms.com/


Catastrophe Modelling in Complex Systems 

 The Centre for Risk Studies arises from shared interests by 
the participants in exploring areas of intersection between 
– Catastrophe modelling and extreme risk analytics 
– Complex systems and networks failures 

 Advance the scientific understanding of how systems can be 
made more resilient to the threat of catastrophic failures 
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Air Travel Network Global Economy 

To answer questions such as:  
‘What would be the impact of  
a [War in China] on [Trade Networks] and how would this impact the [Global Economy]? 

Regional Conflict 



Cambridge Taxonomy of Threats 
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Published Reports on Stress Test Scenarios 
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Taxonomy  

of Threats 

Cyber Catastrophe 

Stress Test Scenario 
Pandemic 

Stress Test Scenario 
Geopolitical Conflict 

Stress Test Scenario 

Available for Download from Website: 
CambridgeRiskFramework.com 

Social Unrest  

Stress Test Scenario 

http://cambridgeriskframework.com/downloads
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Our Cyber Research in the Media 



Updating Our Thinking About Cyber Risk 

Cyber Catastrophe Risk 

Éireann Leverett 
Senior Risk Researcher 

@blackswanburst 



News of the Week 

 Sony PlayStation 
 Sony Pictures 

– Sub effects: gender pay gap debate 
– Personal privacy invaded 

o Will you pay out twice for these? 

 Ransomware 
– Tennessee Sheriff’s Dept PAID $500 
– Autopsy reports, witness statements, crime photos 
– Infection rates increasing 700% 
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You Need a Framework 

Ignore the 
technology 

Is 
method? Is effect? 
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10 Cold Truths of Cyber 

 Man Made Peril 
– Don’t mistake whitehat research for blackhat research 
– Your clients are dealing with intelligent adversaries 
– So frequency and severity will change rapidly 

 Complexity 
– There are no technological “silver bullets” 
– ALL your security infrastructure is a commons 
– Anti-business is a blackmarket 
– Information asymmetry 
– Paxson’s law 

 Logic Adjustment 
– Damage isn’t virtual 
– Anything can be hacked, insecure until proven 
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Trust on the Web 
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# of 

Subjects 

# of Issuers 

3 Four 

16 Three 

104 Two 

1797 One 

222 Zero 
 



Insurability of Cyber Risk 

Cyber Catastrophe Risk 

Dr Andrew Coburn 
Director of Advisory Board, Centre for Risk Studies 

& Senior Vice President, RMS 



Cyber Risk as an Insurable Peril 

 Insurers see demand from corporate clients for cyber 
insurance cover 
– Today they provide specific and constrained covers for particular cyber 

insurance applications 
– They are wary about large scale exposure to cyber risk 

 Insurers may already have significant cyber risk exposure 
– Commercial General Liability and other coverages can be ‘silent’ on 

cyber losses 
– Strong preference for insurers to move customers to ‘affirmative’ cyber 

coverage products 
 For insurers to allocate a significant amount of capital to 

insuring cyber risk requires 
– A comprehensive framework for understanding and quantifying the 

risk 
– An assessment of the potential for severe catastrophe loss across a 

portfolio of insureds (‘Probable Maximum Loss’) 
– Accumulation control structures that will limit the potential for 

correlated large losses 
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Understanding the Cyber Economy 

 To understand loss potential, we first need to understand 
how Information Technology creates economic output 
– A Model of the Cyber Economy 

 We need to understand mechanisms of harm and loss 
processes in the cyber economy 
– A comprehensive framework for loss assessment 

 We need to understand the correlation between 
companies that would give rise to a cyber catastrophe 
– A mapping of the systemic risk of cyber vulnerabilities 

 

A framework for cyber risk modelling 
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SITEs and the Cyber Economy 
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Systemically Important Technology Enterprises 

 Some software systems of individual technology 
companies underpin a large proportion of the cyber 
economy 
– These represent vulnerabilities to cyber threat 

 We term these ‘Systemically Important Technology 
Exploits’ (SITEs) 

 These are analogous to Systemically Important 
Financial Institutions (SIFIs) currently being 
identified and regulated by financial supervisory 
authorities 
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 Hackspionage – systematic and widespread 
theft of intellectual property and commercial 
secrets by coordinated teams of agents 

 Extortion Spree – large number of companies 
held to ransom by hackers disabling IT 
functionality to obtain payoffs  

 Mass D-DOS – Denial of service attacks 
across thousands of companies, using bot-
nets; reflectors, and amplifiers 

 Kinetic attacks on key classes of insurance 

─ Satellite Hacks - Satellite or GPS disruption through 
hacker attack 

─ Aviation –attacks on aircraft through remote 
interference with control systems 

─ Property – Building and contents loss through remotely 
activated sprinkler systems 

─ Marine – loss of hull and cargo through attacks on 
navigation and operating systems 

Systemic Cyber - Scenario Candidates 
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 Algorithm Corruption – ‘Sybil Logic 
Bomb’ corruption of Industry Standard 
Relational Database for algorithmic 
parameters. 

 Power Outage – Attack on Supervisory 
Control and Data Acquisition (SCADA) 
Systems to disrupt electrical power 
distribution networks in US and Europe 

 Leakomania – Systematic release of 
confidential customer records from many 
corporate enterprises 

 Cloud Compromise – Failures of SAAS 
applications through attacks on cloud 
hosting service providers 

 Financial Transaction Interference – 
major theft or disruption of financial 
transaction system through a common 
exploit across multiple enterprises that 
carry out financial transactions 

 ‘Internet of Things’ – fires and physical 
damage triggered to appliances and 
machines that are remotely operated 
 



Sectoral Differentiation of Scenarios 
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A Sectoral Approach to Accumulation Control 

 Segmentation of insured corporates by their prevalence 
or dependency on the SITE  
– For example using metrics such as ‘Revenue@Risk’ 

 Identify harm processes and loss mechanisms that 
trigger insurance claims 
– Guided by insurance coverages 

 Estimation of severity of losses and limitations and 
constraints on loss development 
– Components of loss, metrics, benchmarks and precedents 

 Estimation of loss ratios or loss severity relativities  
– Including multiple lines of insurance 

 Mapping of segmentation of insured corporates by their 
severity of loss from scenario 
– Identification of scenario loss ‘footprint’ by e.g. NAICS sectors 

or company characteristics 
 Loss ratio matrix across exposure segmentation for use 

in accumulation controls 
– The loss ratio matrices from the scenarios will be a deliverable 

to development partners 
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Exposure Data Model for Cyber Insurance 
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 Collaborative initiative with RMS and other industry 
partners 

 We are exploring the development of a data schema for 
the capture and monitoring of cyber insurance exposure 

 To be a published and open data standard 
 EDM will capture coverages, policy structures, company 

details, accumulation characteristics, of cyber exposure 
 Schema aims to capture most of the cyber coverages 

currently being offered and managed in the market 
 Conducting a survey of products and coverages in the 

market  
 Please let us know if you would be willing to participate 
 Key objective is to identify major needs and practical 

usefulness of EDM 



Sybil Logic Bomb Cyber Catastrophe Scenario 
Risk Test Scenario for managing business risks posed by cyber threats 

Cyber Catastrophe Risk 

Simon Ruffle 
Director of Technology Research and Innovation 

Centre for Risk Studies 



The Harm Caused by a Cyber Catastrophe 
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Theft  Disruption Damage 

Mass theft of credentials* 
 

Power grid disruption* 
 

Long term data corruption* 

Data Espionage 
 

Microsoft Windows exploit Leaks, abuse of data and 
defamation 

Financial fraud Transaction systems 
disruption 

Data centres, internal IT  
and cloud servers damaged 

Cash theft Communications silenced Targeted physical damage 

GPS Failure 
 

Algorithmic systems failures 

Tactical data espionage 

Degrading of internet and 
denial of service 

three types of harm 

* = ranked worst case scenarios by subject matter expert team at Cyber Threat Workshop 17th July 2013 



Choosing a Scenario 
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The Sybil Logic Bomb Stress Test Scenario  

 Unobtrusive corruption of an industry-standard 
relational database in common use by many major 
corporations 

 Real-world examples of relational databases include  
 
 
 
 
 

 Sybil is a Systemically Important Technology 
Enterprise (SITE) 
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Oracle
IBM
Microsoft
SAP/Sybase
Teradata
Others



Key Features of Sybil Logic Bomb Scenario 

 Insider attack 
 Slow burn: over months, years 
 Small errors difficult to spot 
 Small errors can cause big 

problems 
 Backups corrupted 
 Difficult to replicate 
 Affects algorithms not 

transactions 
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 Payroll 
 Airline ticketing 
 Retail bank accounts 
 Credit card payments 

 
 

 Forecasting 
 Modelling 
 Trading 
 Design 
 Analysis 
 Process Control 

 
 

Transaction processing 

Algorithmic processing 



Sybil Logic Bomb Scenario Phases 

30 

1. Preparation by threat actor 

2. Attack activation 

3. Active but not diagnosed 

4. Detection: start of trust breakdown 

5. Response 

6. Rework 

7. Aftermath 

Year 1 Year 2 Year 3 Year 4 Year 5 



Fictional Algorithmic IT Failures Caused by Logic Bomb 
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GICS Industry 

group 

Type of failure Real life precedents 

Automobiles & 
Components 

Robotic manufacturing 

failure causes loss of 

production 

“Ping Sweep”: Robotic arm out of control 

Banks Bad data leads to write-

down 
National Australia Bank, 2001:HomeSide write-
downs, $2.2Bn loss 

Insurance Corruption of scanned 

paper based customer 

records 

Xerox WorkCentre Document Scanning Flaw 

Diversified 
financials 

Algorithmic trading 

losses 
Flash Crash, Knight Capital $450m loss, AXA 
Rosenberg $250m loss 

Semiconductors Losses to high value 

items in production 
Semiconductor fabrication production line failure: 
$50,000 damage 

Pharmaceuticals & 
Biotechnology 

Financial forecasts and 

reports wrong  

AstraZenica spread sheet error sends wrong data 
to sell side analyst community, 2012. 

Media Event overbooking, 

loss of consumer 

confidence 

Locog spread sheet error causes Olympic ticket 
overselling, 2011 

Energy  Unable to send gas 

through pipeline 

Penetration test locks up SCADA system of gas 
utility for 4 hours. 

Utilities Contractual errors lead 

to losses 
Transalta: $25m charge due to wrong transmission 
hedging contracts 

Utilities Environmental Damage 

lead to liability claims 

and fines. 

Maroochy Shire Incident, 2000: 800,000L raw 
sewage spill in 47 separate incidents 

http://realbusinessatxerox.blogs.xerox.com/files/2013/08/Webster-Research.jpg


Precedent: Knight Capital 
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Precedent: The Maroochy Shire Pollution Incident 
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Typical SCADA controlled sewage system 



Precedent: National Australia Bank 
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Global Enterprise Network 
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The 600 enterprises with the location of their corporate HQs mapped 
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Global Enterprise Network 
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‘Sybil’ 

Sybil Market  Penetration 



Impact of the Cyber Scenario and Variants 

Scenario Variant Latency 

period 

(quarters) 

Global 5 year 

GDP@Risk 

S1: Standard Scenario 
 

5 $4.5 Trillion 

S2: Increased Impact Scenario x 1.5 
 

5 $7.4 Trillion 

S3: Greatly Increased Impact x 1.75 
 

5 $8.8 Trillion 

X1: Greatly Increased Impact x 1.75 & 
Long Latency Scenario 

8 $15.0 Trillion 
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Great Financial Crisis 2007/08 at 2014 $20 Trillion 



Global GDP@Risk Impact of Scenario and Variants 
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Comparison with other Risk Centre Scenarios 
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Scenario S1 S2 X1 

Geopolitical Conflict 17 27 34 

9 month conflict 2 year conflict 5 year conflict 

Pandemic 7 10 23 

43% infection Poor response Poor response + 
Vaccine failure 

Social Unrest 4 * * 

Europe & US 
Only 

Europe, US 
+ BRICS 

Europe, US, 
BRICS + ME 

Cyber Catastrophe 4.5 7.4 15 

Standard scenario More damage + 
liability 

Longer latency 
period 

2007-2012 Great Financial Crisis 18 

Great Financial Crisis at 2014 20 

 US$ Trillion 5 Year GDP@Risk 



Impact on representative portfolio assets  
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Base 
Levels 

Short Term Impact (Max) Long Term Impact (Max)   

Yr0Q4 Yr1Q4 Yr3Q3   
B0 S1 S2 S3 X1 S1 S2 S3 X1   

US    

Bonds Short TSY 2Y Interest rate, 2-year T-notes 
(levels)  0.3 -0.06 -0.07 -0.07 -0.07 -0.07 -0.47 -0.71 -4.1   

Bonds Long TSY 10Y Interest rate, 10 year 
government bonds (levels)  2.7 -0.09 -0.11 -0.12 -0.12 0.005 -0.4 -0.7 -4.3   

Equities S&P Share price index (% 
change) % 100 -3.0 -3.1 -3.2 -3.2 -27.0 -35.3 -39.1 -51.6 

Credit YSA CSPA Credit spreads, period 
average (levels)  0.3 0.032 0.035 0.037 0.037 0.01 -0.02 -0.05 -0.04   

Inflation USA CPI Consumer price index  
(% change) % 100 -1.7 -2.6 -3.0 -3.0 -15.5 -22.8 -26.4 -33.4   

UK   
Bonds Short GBP 2Y Interest rate, 2-year T-notes  0.5 -0.33 -0.35 -0.35 -0.35 -0.2 -0.4 -0.46 -1.6   

Bonds Long GBP 10Y Interest rate, 10 year 
government bonds  2.8 -0.28 -0.31 -0.32 -0.32 -0.1 -0.4 -0.5 -1.9   

Equities FTSE Share price index % 100 -1.4 -1.7 -1.8 -1.8 -17.8 -24.7 -28.0 -36.0   

Credit GBP CSPA Credit spreads, period 
average  0 0 0 0 0 0 0 0 0   

Inflation GBP CPI Consumer price index % 100 -1.8 -2.7 -3.2 -3.2 -8.0 -12.4 -14.7 -21.4   

Foreign Exchange USD/GBP Exchange Rate (US$ 
£GBP) % 1.6 -1.13 -1.09 -1.07 -1.07 2.98 3.28 3.52 0.145   

Germany   
Bonds Short DEM 2Y Interest rate, 2-year 

German gov bond yields  0.2 -0.08 -0.06 -0.06 -0.06 -0.6 -1.2 -1.5 -2.8   

Bonds Long DEM 10Y Interest rate, 10 year 
German gov bond yields  1.8 -0.08 -0.07 -0.06 -0.06 -0.4 -0.97 -1.2 -2.9   

Equities DAX Share price index, 
Deutscher Aktien Index % 100 -1.5 -2.7 -3.3 -3.3 -28.4 -39.3 -44.2 -55.0   

Credit DEM CSPA Credit spreads, Period 
Average  1.8 0.03 0.05 0.06 0.06 0.13 0.17 0.19 0.23   

Inflation DEM CPI Consumer Price Index, 
Germany % 100 -2.9 -4.4 -5.2 -5.2 -19.1 -27.9 -32.0 -41.6   

Foreign Exchange USD/EUR Exchange Rate (US$ per 
Euro) % 1.3 -0.7 -0.7 -0.7 -0.7 1.21 1.15 1.12 1.07   

Japan   

Bonds Short JPY 2Y Interest rate, 2-year Japan  
gov bond yields  0.1 -0.04 -0.03 -0.025 -0.029 0.08 -0.09 -0.17 -2.0   

Bonds Long JPY 10Y Interest rate, 10 year Japan 
gov bond yields  0.6 -0.058 -0.047 -0.041 -0.041 0.12 -0.09 -0.19 -2.1   

Equities NIKKEI Share price index, Nikkei 
225 % 100 -1.1 -1.8 -2.3 -2.3 -10.6 -14.1 -15.7 -17.1   

Credit JPY CSPA Credit spreads, Period 
Average  0.2 0 0 0 0 0 0 0 0   

Inflation JPY CPI Consumer Price Index, 
Japan % 100 -1.2 -1.9 -2.2 -2.2 -7.6 -11.3 -13.0 -19.8   

Foreign Exchange USD/JPY Exchange Rate (US$ per 
JPY) % 0.013 0.144 0.148 0.150 0.150 -0.27 -0.32 -0.35 -0.32   



Relative change of cumulative returns 
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Conclusion: Diversify IT Platforms 

 Compromise of a Systemically Important 
Technology Enterprise (SITE) 

 ‘Information Malaise’: Loss of trust in IT by business 
leaders, investors and consumers 

 World 5 Year GDP@Risk:  $4.5Tr 
 

 Efficiency drive towards standardisation in corporate 
IT platforms contrary to good risk management 

 Portfolio diversification by companies in their choice 
of technology platforms 
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Outcomes of Scenario 

Implications for Risk Management 



Online Digital Exploration 
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sybil.cambridgeriskframework.com 



Sybil Logic Bomb Scenario Report 
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Cyber Catastrophe 

Stress Test Scenario 

Available for Download from Website: 
CambridgeRiskFramework.com 

Thurs 22 January – Social Unrest Risk 
Registration at 
http://www.risk.jbs.cam.ac.uk/ 

http://cambridgeriskframework.com/downloads
http://www.risk.jbs.cam.ac.uk/news/events/other/2015/150219_riskbriefing_geopoliticalconflictrisk.html
http://www.risk.jbs.cam.ac.uk/news/events/other/2015/150219_riskbriefing_geopoliticalconflictrisk.html



